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Despite this allowance being in place the specialism continued to experience unsustainable 
staff churn as inspectors resigned.  In 2021 alone ONR received three resignations from cyber 
security inspectors, all of whom were in receipt of the additional allowance.  It was noted these 
departures were predominantly at Band 3, indicating a retention challenge at this grade.  

Conversations with departing staff, and discussions with those interested in applying for our 
roles often hinge around pay, and the non-consolidated and non-permanent nature of the 
MbRA is often a stated cause of concern for staff who feel they cannot rely upon this payment 
when considering their personal and financial circumstances.  There is also a reoccurring 
concern from both current and departing staff that the intended Pay and Grading Review has 
understandably had to be delayed allowing the organisation to focus on emerging matters 
such as COVID, which has impacted permanent resolution of this matter. 

This high level of churn and the timescales to deliver a warranted inspector severely 
undermines ONR's regulatory capability at a time when the threats from cyber has never been 
more prevalent.   

During the interregnum that follows any staff resignation, it is normal to have to reallocate 
regulatory responsibilities (inspections, issues), to reassess regulatory plans, and to take risk 
against current commitments.  There is also a significant burden on other inspectors and 
dutyholders as staff become familiar with their newly assigned areas of responsibility.  This 
affects our workforce and the dutyholder community and ultimately results in increased cost. 

All these factors take time out of the regulatory calendar, create the basis for staff stress due 
to additional unplanned responsibilities, and disrupt dutyholders who have invested in the 
cyber security inspector’s knowledge of their activities.  

We experienced this high churn rate for cyber staff in common with all other employers and it 
was happening because of the recognition of cyber risk in all businesses.  The explosion in the 
use of computers and the internet to support all aspects of Government and industrial 
capability has been matched by a significant exposure to cyber risk.  Accordingly all employers 
are seeking to strengthen their staff capability in this area and there is an international and 
domestic shortfall in qualified capable cyber security experts.  The size of the gap is often 
expressed as being in the hundreds of thousands, and significant wages are available to staff 
that are well-trained and experienced. 

We are working to ensure that we are judged a good employer by trying to maximise work/life 
balance, offering quality relevant training opportunities, a supportive management style and an 
attractive pension.   We are aiming to maintain a resilient cyber security staff baseline of 19 
warranted inspectors (inclusive of PL, Dep PL, associates and equivalents) to ensure 
resilience and diversity.  Our aim is to reduce churn to an optimum rate of about 1 inspector 
per year. This would be aligned to the current ONR annual rate of attrition at just over 6%.  

Objectives 
In order to develop this strong base for cyber security regulatory inspectorate, our objectives 
are:  

1. retain the financial attractiveness of the recruitment through an attractive MbRA,
2. minimise the number of resignations,
3. minimise reliance on non-permanent and expensive consultants, and
4. create and maintain a healthy and positive offering for all staff within the specialism,

aligned to ONR’s values.

Current Allowance 
With the support of HR, and consultation with Weightmans solicitors, we previously devised a 
Market-based Retention Allowance that would see nuclear security inspectors currently 
deployed in SQEP cyber security positions invited to agree not to resign for a 24-month period 
(exceptionally a shorter period could be agreed by Dir HR and DOR CNSS) in return for the 
allowance.   

If staff were to have resigned within that period, the payment would have to be repaid.  Those 
retained on this basis were issued with a legally binding contract which was signed by both 
ONR and the individual. This contract covered the arrangement for repayment in the 
circumstance of an individual accepting the allowance and then subsequently withdrawing and 
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resigning. Although successful as an interim measure this was never intended to be a 
permanent solution. 

ONR Pay and Grading Review Alignment 
The ONR Pay and Grading Review conducted on by PwC in October 2019 recommended 
“ONR continue to pay this allowance as long as skills are still deemed to be critical to the 
business following December 2020.”  The allowance was therefore extended for 15 months 
covering the period of Jan 21 to Mar 22.  This was aimed at alignment with any future intent 
under the Pay and Grading Review, noting that PwC also highlighted that “ONR should 
consider the strategic requirement for this skill set in the longer term…[and]…roll allowance 
into base pay to closer align ONR to the market for this skill set.”  

Figure 1: Extract (Page 17) from ONR Pay and Grading Review: October 2019 

Potential Options 
The allowance has been in place since 1 December 2018 (with extensions) and although 
successful as an interim measure this was never intended to be a permanent solution. Given 
current circumstances a number of options have been considered ahead of the current expiry 
of the allowance in Mar 23: 

1. Do Nothing; allow the allowance to cease in Mar 23.  This option will result in a return
to the previous challenges faced with recruitment and retention and cause a significant
detrimental effect to the existing workforce, noting that the shortage of cyber SQEP
personnel remains across all sectors and staff remain highly sought after.  This
option has therefore been discounted.

2. Adopt Revised Payscales; cease the existing allowance wef Mar 23 and revise the
payscales for CS&IA inspectors in line with the recommendations of the HR
commissioned, independent review of pay and reward by Hays Recruiting Experts wef
Apr 23.  This option was noted as being worthy of future consideration however it
was preferred to align consideration to the timing of the wider ONR Pay and Grading
Review.  This option has therefore been discounted (until that time).

3. Extend & Uplift Allowance; continue and uplift (in line with this years’ pay award of
4.5%) the existing MbRA for Nuclear Security Inspectors employed in Cyber Security
Roles wef 1 April 2023.  This equates to £8,882.50 (Band 2) and £14,630 (Band 3).
This option was noted as being worthy of future consideration, however Director
HR has confirmed that ONR and the Trade Unions agreed that all fixed allowance
payments would not be uplifted during the last pay review. This option has therefore
been discounted.

4. Extend Allowance at present rate for a period of 12 months and include as a
discrete element in future pay negotiations ; continue the existing MbRA for
Nuclear Security Inspectors employed in Cyber Security Roles wef 1 April 2023.
Include the MbRA in future pay negotiations if not consolidated into mainstream pay
as a result of the Pay & Grading Review and subsequent decisions. It should be noted
that a separate case will be submitted to increase the allowance in line with future pay
negotiations if this is not possible. In addition as this case extends the MbRA for 12
months, it is proposed to align the contractual requirements set out in the
accompanying staff agreements to a period of 12 months.  This is the recommended
option.

Recommended Option 
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